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Abstract—Outlier detection is a frequently encountered tech-
nology challenge for many diverse applications in sensor net-
works, and remains an open problem in general. There are
two major difficulties of developing outlier detectors with sensor
data. One is the inevitable multi-source identification, the other
is the effective inference when discovering information from
unknown structured large-scale data. It is even more interesting
and challenging with limited observations, since conventional
data analysis requires many samples to achieve a satisfactory
performance. In this paper, we systematically develop effective
and efficient outlier identifiers in parametric and non-parametric
ways using shrinkage methodology, like the James-Stein esti-
mator, as the post-processor. We show the superiority of our
approach, particularly for the large-scale situations. We further
supply a water-filling type algorithm to obtain the asymptotic
optimal method for a general class of shrinkage estimators, for
wide applications of data analysis.

I. INTRODUCTION

Outlier detection is an important and inevitable problem
on account of its influential and diverse applications in many
areas. It is frequently encountered particularly in sensor net-
works like environmental monitoring. In modern large-scale
sensor networks, the expectation of detecting multiple outliers
from a large number of potential sources makes the problem
even more interesting and challenging.

One technology challenge of outlier detection in sensor
networks is the multi-source identification, which is to extract
useful data from corrupted observations due to multi-source
interference. The complexity of optimal approach growths ex-
ponentially as the increase of the number of potential outliers
making multi-source identification an challenging problem.

The other challenge is to discover the anomaly or unex-
pected behaviors from the extracted data via data analysis.
The performance of conventional data analysis depends on the
sample size, and hence we require sufficient samples to achieve
satisfactory results. However, even under big data scenario
with high-dimensional observations, there might exist low-
dimensional information-bearing data that is effective to out-
lier detections. It suggests the possibility of very limited num-
ber of useful data or very limited observation depth, to form
a limited-sample detection, particularly outlier detections. As
a consequence, due to the inefficiency of conventional data
analysis, we have to develop methodology of outlier detection
for large-scale sensor data but actually of limited number of
information-bearing data.

In this paper, we focus on information collection sensor
networks, like environmental monitoring application, and sys-

tematically propose outlier identifiers under different levels
of prior information of outliers. The structure presented in
this paper is general to serve the foundation of solving a
class of outlier detections for sensed data. Our methodology
consists of two parts. We adopt the subspace method for multi-
source identification, due to its feasible complexity along with
acceptable performance. We then use shrinkage estimators in
proposed identifiers such that they are effective and efficient
even in large-scale but limited-sample situations, and propose
an algorithm to obtain asymptotic optimal shrinkage estimators
for general data analysis.

Shrinkage estimators play a decisive role in large-scale data
analysis, and the origin can be traced back to the celebrated
James-Stein estimator (JS), which shows the superiority of
shrinkage estimators over unbiased estimators in the mean
estimation of multivariate normal. Inspired by JS, many excel-
lent works from the empirical Bayesian viewpoint have shown
the success of shrinkage estimators in statistical data analysis.
Moreover, advanced theory developed recently shows that the
asymptotic shrinkage estimator can be obtained by solving a
constrained optimization, and the solution can be obtained by
the proposed water-filling type algorithm in this paper.

A comprehensive survey of outlier detection in sensor
networks is presented in [1], while [2] and [3] consider
general large-scale outlier detections from the viewpoint of
data analysis. Classic works of multi-source identification
using the subspace method are the MUSIC algorithm in
array signal processing [4] and blind multi-user detection in
[5], [6]. In large scale inference, the brilliant James-Stein
estimator proposed in [7] along with empirical Bayesian data
analysis [8]-[10] are the fundamentals of shrinkage estimators.
Moreover, theory of asymptotic optimality in [11] leads to a
unified framework of general shrinkage estimators.

The structure of this paper is as follows. We use a general
model of the sensor data and organize our approach into three
steps. First, we use the subspace method to extract useful
data from raw observation in the preprocessing step. Second,
we apply conventional statistical inference to identify outliers
from extracted data, and develop the main structures of outlier
detectors in parametric and nonparametric ways. Third, using
shrinkage estimators as post-processor, we develop the outlier
detectors which are effective in large-scale situations. At the
end, simulations show the superiority of our method in large-
scale situations particularly with limited samples.
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II. PROBLEM FORMULATION

The observed data collected by M sensors in two-
dimensional space with location vectors {u.ps} are the mea-
surements taken from a particular physical filed. Meanwhile,
K sources with location vectors {v1.x } appear and introduce
variations to the filed, and thus {v1.x} can be estimated by
the measurements of the field. Assume the aggregate field is
the linear combination of individual field of each source, the
m-th sensor measurement at n-th sample is

Ym[n| = Zf(um,vk)xk[n] + W [n)]. (1
k=1

The scalar function f model the spatial distribution of the
field, xy[n] is the signal of k-th source at m-th sample and
Wy, [n] is the additive noise. Define M x K matrix H with
H,.» = f(um,vy) and collect N samples, we can express
the observations in vector form,

y[n] = He[n] + wn], n=1,2,...,N. )

In general, measurement noise w,,[n] is assumed to be
zero mean white Gaussian noise such that W,,[n] iy
N(0,02),Vm,n, and signal zj[n] is modelled as random
process due to the incomplete knowledge of signals in gen-
eral outlier detection. Without loss of generality, we as-
sume Xj[n] TP X for all k,n. In many scenarios
like environmental monitoring, source signals follow right-
tailed/nonnegative distributions and sources with strong signal
are considered as outliers. Hence, source k is considered as
outlying source if it has high probability of having large Xj.

Definition 1. Outlying Source

Given m € [0,1] and outlier threshold toy, € R. The tail
probability of Xy, respect to toy is 7 (t) = Pr{Xp > tout }-
Source k is an level w outlying source if mi(tout) > .

Tail probability of X}, is an important statistic of source k,
and can be estimated without the probability distributions of
Xj. In some cases, we know X}, follows a parametric family
of probability distributions, and hence tail probabilities can
be estimated in a parametric way. Without loss of generality,
assume log-normal signal model due to its wide usage in many
applications like environmental monitoring, we have X ~
logN(pux, 07) with unknown 15, and 7. Then, both parametric
and nonparametric approaches are developed in this paper.

From our formulation, one can clearly recognize the two
major challenges of developing outlier detectors: 1) multi-
source identification: to recover [n] from y[n], 2) large-scale
inference: to estimate tail probabilities simultaneously when
K is large. Hence, we systematically and simultaneously solve
these two problems in the following sections.

III. PREPROCESSOR

The first step is to extract 2[n] from y[n], we thus require a
preprocessor to null out the effect of matrix H and noise w[n]
simultaneously. In communication theory, H is called channel
matrix which represents the effect of interference and x[n] can
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Fig. 1. A realization of Pyysic(v) with f(u,v) = exp(—%Hu —v||?).

be recovered after equalization. In practice, f is usually known
due to our domain knowledge, and sensor location w,, is
provided by sensor networks. However, source number K and
locations {vy.x } are unknown, we apply the subspace method
to estimate H as in [4]-[6] due to its feasible complexity and
acceptable performance.

A. Blind Channel Estimation

To have identifiable condition, we assume H has unknown
full rank K < M and apply the MUSIC algorithm to
estimate both K and H. Note that the covariance matrix
of observed data is Cy, = HC.,HT + aﬁ,I. In general,
covariance matrix of x, Cgg, is nonsingular such that C,,,
has eigenvalues A\y > Ag--- > Agy1 =
Moreover, the signal subspace E,, the column space of H, is
spanned by the eigenvectors corresponding to the K largest
eigenvalues. Note that all columns of H has the form h(v) =
[f(u1,v) f(ug,v)- - f(un,v)]r. If there is an source at v,
h(v) must lie in the signal subspace such that

IESR@)II3/[[R(v)]5 = 1. €)

— — 52
e = )\]\/[ = O0y-

In practice, we apply eigenvalue decomposition to the
sample covariance matrix ny Then K is determined such
that the ratio Zfil Ai/ Zfﬁl ); first exceeds a predetermined
threshold less than but approximating unity. There are some
information theoretic methods estimating K without subjective
thresholds [12]. Once K is estimated the signal subspace
is determined by E, = [é1 &1 ---ék]| where é; is the
eigenvector of ny with respect to the i-th largest eigenvalue
5\1-. Then, define the real function

Pyusic(v) = BT R(v)[3/]/h(v)]3, )

{v1.x} are determined by the values of v correspond to the
largest K peaks of Pyusic(v) as shown in Fig. 1. After all,
we have the identify the channel matrix H as well as source
locations {v1.x }.

B. Equalization

Once we estimate H from the MUSIC algorithm, equal-
ization can be applied to recover x[n] as in communication
theory. The maximum likelihood and least square methods are
equivalent when noise is AWGN. To recover the nonnegative
signal x[n] from y[n], we have the constrained optimization

minimize ||y[n] — Hel|3. 5)
x>0
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Fig. 2. Nonparametric identifier with ML tail probability estimator (9).

It is reasonable to have more sensors than sources, that is
M > K, H thus has linear independent columns. Then, the
meaningful solution of (5) is used to identify outliers via data
analysis in the following sections.

IV. DATA ANALYSIS
To identify outliers we have the K hypothesis testings,

Hyg : Source k is not outlier,
Hyy, : Source k is outlier,

g (tout) < 7

Tk (tout) Z ™ (6)

Replacing the unknown 7y (tout) by its estimation, the decision
rules are
Hyy

7}}6 (tout) E T,
Hoy,

k=1,2,...,K, @)
which requires accurate estimation of 7 (t,,). Hence we start
to estimate 7 (tq,) under both parametric and nonparametric
cases in this section. For simplicity, we omit ¢, in the
notations of tail probabilities and use x[n] instead of &[n].

A. Nonparametric Identifier

First consider the nonparametric case, note that the sufficient
statistic of 7y, is by, = S0, 11, o0y (21[n]), and we have

By|w indep Blnomlal(N %), Vk. 8)
The Uniform Minimum Variance Unbiased Estimator
(UMVUE) is the ML estimator,
b
~ML _ Yk
9
7Tk: N7 ( )

since by is sufficient and complete statistic of 7w [13]. Due
to the superiority among the class of unbiased estimators, we
adopt ML estimator and construct the structure of nonpara-
metric identifier as in Fig. 2.

B. Parametric Identifier

In parametric case, we know Xj[n] g logN(pig, 02),
Vn,k. To estimate pj and o7, the conventional approach
leads to the sample mean and sample variance of the log-
transformed signals,

(10)
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Fig. 3. Block diagram of parametric outlier identifier using (10) and (11).

Once /iy, and 6} are determined we can estimate 7y, With the
Q-function, 7y, = Q(lnt“c‘,ﬂ) Again, both fi, and 63 are

UMVUE [13], we use (10) and (11) to construct the structure
of parametric identifier as in Fig. 3.

V. JAMES-STEIN ESTIMATOR

The estimators (9), (10) and (11) are not effective when N
is small, the total estimation error thus degrades dramatically
as K increases. Moreover, it seems impossible to improve
the systems in Fig. 2 and 3, since all estimators used are
UMVUE. However, James and Stein show the superiority of
biased estimators over UMVUE when estimating mean of
multivariate normal distribution in large-scale situations [7].
Actually, both parametric and nonparametric tail probability
estimations can be transformed to the mean estimation of
multivariate normal. Hence, with the aid of James-Stein (JS)
estimator we can improve the identifiers in Fig. 2 and 3.

For nonparametric case, apply the variance-stabilizing
transform (VST) on equation (8), we have

/B 1/4
7). = arcsin Z\f—tl//Q

The transformed data has equal variance and good normality
[14], that is

12)

Zy, ~ N (O, 4N) 0. = arcsin /7. (13)

For nonparametric case, we have a similar situation after
unit variance scaling of the log-transformed signal. Now, the
problem is equivalent to estimate 6 with Zj, Y Ok, A).
Under the reasonable normalized squared error loss, (6, é) =
=16 — 6|12, and corresponding risk, R(6,0) = E[I(0,0))],
there exists a biased estimator outperforming the ML method,

~ML o
= z, which is UMVUE.

Theorem 1. The James-Stein Estimator [7]
indep.

Let 7, N(Oy, A), 2 = LS8 2 and R(6,0) =
E[+/0 — 0||3]. The James-Stein estimator of 0y, is
0/° = (1 — p?) 2 + pz, (14)
pJS — min <1’ I(([(_3)A> , (15)
D=1 (26— 2)°
and R(6,8”°) < R(6,6""), v0 e RX if K > 4.

The result is developed by following the philosophy of
frequentist statistics, hence JS estimator is uniformly better
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than ML no matter what 0 is. To get a quick understanding
and deep insight from (14), consider the hypothesis testing,

Hy : all 6;’s are equal, H; : not Hy. (16)

If A is known, the F-statistic for testing is reduced to F'(z) =
ZkK=1(Zk'_2)2

1A and large F'(z) tends to reject Hy [13]. We can
rewrite the JS estimator in a more insightful way,

7S , K-3
' =i (1. )
If Hy is true, F(z) should be small which leads to large
p”’9, then JS heavily shrinks z;, toward Z. Note that the best
estimator of §; when Hj is true is exactly the grand mean Z.
Hence, JS estimator implicitly conduct the hypothesis testing
(16) to decide the shrinkage factor, 1 — p’°. With the aid of
JS estimator, the parametric and nonparametric tail probability
estimator can be redesigned as in Fig. 4 and Fig. 5.

a7

VI. GENERAL SHRINKAGE ESTIMATORS

. . indep.
To obtain better estimators beyond JS, we let Zj nsp
N (0, Ax) such that Z)’s may have unequal variances. Then
we are interested in finding the optimal method in a general

class of shrinkage estimators.

Definition 2. General Shrinkage Estimators R
Let S be the set of all shrinkage estimators satisfy, Vk, 6 =
(1 = bg)zk + brc, where by, € [0,1] and |c| < maxy, |2

Note that both conventional maximum likelihood method
and JS estimators are in S. Moreover, if we apply the conjugate
hierarchical model,

indep. i.4.d.
Zk|0 ST N0k, Ax), ©Ox "X N(r,m).  (18)
The Bayesian MMSE estimator knowing 7 and 7,
R A
07 = (1= p)ar+ ppr, o7 = (19)

R
is also in S. Estimations of 7 and 7 are used in (19) in
empirical Bayesian due to the unknown of 7 and 7. Again,
estimators derived in empirical Bayesian are in S. Therefore,
S is a general class of shrinkage estimators. The next problem

is to determine (b, ¢) such that the derived estimator has good
risk property.

A. Asymptotic Optimal Shrinkage Estimator

Definition 3. Stein’s Unbiased Risk Estimator (SURE)
An unbiased risk estimator of R(0,0) when 6 € S is
1 X
SURE(b,c) = — D [ (zk — ©)* + (1= 2bp) Ai]. (20)
k=1
Definition 4. SURE Shrinkage Estimator [11]
Define the monotonicity constraint (MON): b; < b; if
Ay < Aj. The SURE shrinkage estimator is 8 € S with
(b, ) determined by the optimization,

minimize ~ SURE(b, ¢) @

subject to b € [0,1]¥, |c| < maxy |21, MON.
Theorem 2. Asymptotic Optimality [11]
If the regularity conditions

1) limsup Zle A? < 00, limsup Zle A;0? < oco.

k—o0 k—o0
2) 36 >0, limsup YF, |6;]>H0 < oc.
k—o0
hold, we have
.S « «
limsup[R(6,0") — R(0,0)] < 0,0 € S. (22)

K—o0

Intuitively, we want to find the estimator with minimum
risk. However, since 6 is unknown, so is the true risk R(6, 6).
We cannot derive an estimator by directly minimize the true
risk. Fortunately, (20) is a good estimation of the true risk
as K — o0, hence minimizing SURE leads At(s) estimators
with small risk. Furthermore, (22) shows that 8 is actually
asymptotic optimal in the class S. The identifier using SURE
shrinkage estimator is shown in Fig. 6.

B. Water-Filling Algorithm

To implement SURE shrinkage estimator we proposed a
water-filling type algorithm to solve the multi-dimensional op-
timization (21). For a fixed ¢ and let b(c) be the minimizer of
(21), we can transform (21) to the 1-dimensional optimization

SURE(b(c), ¢). (23)

minimize
[c|<maxy |2
Therefore, it suggests us to propose an algorithm inspired by
water-filling to obtain b(c). Fixed ¢ and neglect the MON at

the beginning. Let dj, = (2 — ¢)? and b}(c) = (z,\Afkc)? then
K

b(c) = arg beI[%Hl]K kzﬂ dy. (b, — bi(c))? (24)

= min(1, b} (c)). (25)

However, we need to adjust bi(c) such that the MON is
satisfied. Without loss of generality, let A; < A; if i < j
then the MON is simplified to b;(c) < b;(c) if i < j. Note
that if bg(c) > bry1(c), br+1(c) and bg(c) must be adjusted
to the same value to attain the MON. Therefore, we group
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Fig. 7. Illustration of Algorithm 1. At the beginning, there are four groups
in left plot. After one adjustment, by (c)’s in group G2 have the same value
g2 as derived in (27), and there remains three groups in the right plot.

Algorithm 1 Water-Filling Type Algorithm

1: by(c) < min(1,b}(c)), Vk=1,2,..., K.

2: while MON is not satisfied do

3 Grouping with G = {G;} as in Definition 5.
4 for G; € G do b

s: bi(c) «— ijsiéi;;,v}c €G;.

6 end for

7: end while

8: return by(c), Vk=1,2,... K.

those equal values by (c)’s together and adjust their values to
achieved the MON.

Definition 5. Grouping
A grouping G = {G;} is a partition of {1,2, ..., K} such that
k.k+1€G;ifbi(c) > brri(c) forall k=1,2,... . K — 1.

let g; be the adjusted value of all by (c) when k € G;, and

re(c) = Ax + %. The value contributed by G; to (20) is

1 "
SURE;(gi,c) = e Z [di(g; — bj(¢))® + re(c)] . (26)
keq,
Minimize (26) with respect to g; € [0,1], we get
dib}
gs = min [ 1, 22k BbL() 27)
ZkEGq‘, dk

After iterations as shown in Fig. 7, Algorithm 1 inspired by
water-filling leads to by (c)’s satisfying the MON. Now, we can
implement SURE shrinkage estimator by solving (23) instead
of (21).

VII. SIMULATIONS

Since all identifiers share the same preprocessor, we only
compare tail probability estimators in Fig. 2-6. Major com-
parisons of interest are 1) asymptotic performance in K,
2) Robustness against .,y and 3) Robustness against signal
model.

A. Simulation Settings

i.4.d.
~J

We use o7 U(0.5,1) in all simulations. In

Fig. 8.9,11,12, we use 12 A% U(0.5,1) such that all
sources have diverse signal types. In Fig. 10 and 13, we let

U = 270,% /2 such that all source signals have the same mean.
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Fig. 8. Asymptotic behaviors of tail probability estimators with small samples,
N = 30. All shrinkage based methods are benefit from the increase of K with
fast convergence rate. The improvement of nonpara-JS is dramatic especially
in this small samples case.
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Fig. 9. Compare with Fig. 8, for large sample size N = 100, all
parametric methods especially those using shrinkage estimators outperform
nonparametric methods.
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Fig. 10. For samples of small size N = 30 and sources with equal mean
signals. Compare with Fig. 8, performance of nonpara-JS and para-SURE
become better, especially the nonpara-JS.

Hence, we can compare methods under different mechanisms
of signal generation. We fixed ¢,y = exp(1) in Fig. 8 to 10
to examine the asymptotic performance with different sample
sizes. In Fig. 11 to 13, we fixed K = 50 to compare the
performance over t,¢ with different sample sizes.

B. Simulation Results

Fig. 8-10 show that shrinkage based systems benefit from
the increase of K. And the fast convergence rate makes
shrinkage systems effective even when K is not actually
large. Among parametric systems, the para-SURE eventually
outperforms the others as K increase, which is guaranteed
by its asymptotic optimality. The improvement from nonpara-
ML to nonpara-JS are tremendous, which makes nonpara-JS
even better than parametric methods in small sample cases.
The reason is that only 7 to be estimated in nonparametric
system, while there are p and o2 in parametric methods.
Hence, parametric methods should pay the price of inaccurate
estimation of o especially when N is small. As NV increases,
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Fig. 11. With extreme small sample size N = 10, the nonpara-JS is the best
for a moderate range of tout. And the superiority of shrinkage based systems
are uniformly in tout.

all parametric methods eventually get better than nonparamet-
ric ones as shown in Fig. 9.

Although performance depends on %, the uniform superi-
ority of shrinkage systems over all ¢, are shown in Fig. 11-
13. Surprisingly, in certain range of t,,, nonpara-JS beats the
others when the sample size is small. Note that nonparametric
methods need to pay the price of unknown parametric model
of signal when %, is relative small or large. However, the
working range of nonparametic methods are wide enough for
most real world applications. Consider the possible strongest
outlier with y1, = 1 and 07 = 1, it only exceeds tou; = exp(3)
with small probability 0.0228. Hence, the working range of
nonparametirc methods is wide enough for general situations.

The robustness of nonparametric methods against signal
type can be revealed by comparing Fig. 9 and 12 to Fig. 10
and 13. When sources have equal mean signals, the superiority
of nonpara-JS becomes even stronger. It is because that
parametric methods do not rely on any assumption of signal
distribution, while parametric methods do not well utilize the
dependence between 4, and o3.

In general, the fast convergence of performance in K is
a substantial support of our approach in large-scale datasets,
when K is large. For moderate range of t,.;, the nonpara-
JS is highly suggested due to its effectiveness and easy
implementation especially when N is small. In the other hand,
with enough N and performance has the highest priority, the
para-SURE is the best choice.

VIII. CONCLUSION

In this paper, we systematically develop outlier identifiers
using shrinkage estimators for sensor network data. Simula-
tions show the effectiveness and efficiency of the proposed
methods especially in large-scale limited-sample cases, which
is frequently encountered in many applications like environ-
mental monitoring. Moreover, we proposed a water-filling
type algorithm to obtain the asymptotic optimal shrinkage
estimators, and thus applicable to general applications of data
analysis. At the end, We emphasize that our methods are
developed under general assumptions. Therefore, this work
can be the foundation to resolve a class of outlier detection
for sensed data.
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Fig. 12. Compare with Fig. 11, when N = 30, the nonpara-JS has similar
performance with para-SURE for a wider range of tout.
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Fig. 13. For N = 30 and sources with equal mean signals, nonpara-JS
outperforms the others for a wide range with incomparable performance.
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